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Abstract Computers are getting smaller, cheaper, faster, with lower power require-
ments, more memory capacity, better connectivity, and are increasingly distributed.
Accordingly, smartphones became more of a commodity worldwide, and the use
of smartphones as a platform for ubiquitous computing is promising. Nevertheless,
we still lack much of the architecture and service infrastructure we will need to
transition computers to become situation aware to a similar extent that humans are.
Our Everything is Alive (EiA) project illustrates an integrated approach to fill in
the void with a broad scope of works encompassing Ubiquitous Intelligence (RFID,
spatial searchbot, etc.), Cyber-Individual (virtual world, 3D modeling, etc.), Brain
Informatics (psychological experiments, computational neuroscience, etc.), andWeb
Intelligence (ontology, workflow, etc.). In this chapter, we describe the vision and
architecture for a future where smart real-world objects dynamically discover and
interact with other real or virtual objects, humans or virtual humans. We also discuss
how the vision in EiA fits into a seamless data cycle like the one proposed in theWis-
dom Web of Things (W2T), where data circulate through things, data, information,
knowledge, wisdom, services, and humans. Various open research issues related to
internal computer representations needed to model real or virtual worlds are iden-
tified, and challenges of using those representations to generate visualizations in a
virtual world and of “parsing” the real world to recognize and record these data
structures are also discussed.
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4.1 Everything Is Alive

We know that computers are getting smaller, cheaper, faster, with lower power
requirements, more memory capacity, better connectivity, and are increasingly dis-
tributed. Mainframes were bulky centralized computers; desktops distributed com-
puting to the masses; and laptops began the portability revolution that resulted
in today’s smartphones which you can both talk into and compute with—they know
where you are and help you connect to your 1000 closest friends as well as to “the
cloud” which can provide a repository of relevant, accessible information, unlimited
storage and global connectivity. What is the next paradigm shift in how computing
will connect into our lives?

We observe that humans are situation aware.We use our built-in perceptual senses
(sight, hearing, taste, smell, and touch) or augmented senses (telescopes, micro-
scopes, remote controls, and many more) to sense, communicate with, and control
our world. We can flip channels on the television and quickly identify the kind of
show and whether we are interested. We know how to cross the street safely and
may know how to cook broccoli casserole or perform a heart operation. We can use
language to query, command, and control others. Also, we can quickly recognize
common known situations and learn about new situations.

In contrast, until recently and with few exceptions, computers were context
unaware and did what they were told. You could take your laptop to a ball game,
and it might send and receive email or let you browse the web, but it was unaware of
the no-hitter in progress. Similarly, observing a heart operation, a computer would
not remind a physician that she left a sponge in the patient. Exceptions are when
computers are used in combination with control systems to sense the water level at a
dam and open a spillway, or recognize faces in videos, or identify that if you like that
movie, you might like others. However, each of these is a brittle instance of being
context-aware and is hard to generalize. One of the more important signs of the dawn
of a more general kind of situation-aware computing is location awareness, which
smartphones have by virtue of on-board GPS and the ability to connect to the cloud
to download location-relevant information. Nevertheless, we are in the early stages
of computers being able to sense their environment.We lackmuch of the architecture
and service infrastructure we will need to transition computers to become situation
aware to a similar extent that humans are.

Imagine if you could talk to any object in your house (e.g., TV, AC, a chair) as if
they were alive. What would you like to ask? How would you like them to behave?
Perhaps you ask the TV to auto-recommend channels to you after studying your
preferences, or theAC to auto-adjust tomaximize everyone’s comfort in the room, or a
chair to auto-configure itself to fit your body. The Everything is Alive (EiA) project
at the University of Arkansas is exploring pervasive computing in a future smart,
semantic world where every object can have identity and can communicate with
humans and other smart objects. In that sense, all objects are context and situation-
aware agents. The focus of the project is broad, including thefields of ontology, virtual
worlds, smart objects, soft controllers, image recognition, mobile computing, mobile
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robots, and human workflows. In this chapter, we discuss how those technologies are
architected to combine together to build up the future world of EiA.

As Thompson described EiA in 2004 [1], in ancient days, peoples’ lives were
surrounded by many “living things” including rocks and trees, and many natural
“living phenomena” such as wind and rain; people believed spirits resided in things
and influenced their life in various ways. Therefore, people tried to understand those
“living things” and “living phenomena” and asked how to live with those to maxi-
mize the happiness of their lives. With the introduction of science, people developed
technology as a means of conquering nature; as a result, we humans became self-
centered believing that our intelligence distinguishes us from other things. It is true
that peoples’ lives became a lot more efficient and convenient. However, count how
many physical objects you have in your room. If these were intelligent, imagine how
many new services you could access. In EiA, we believe that any of those objects can
be “living things” (dynamic, active objects) and any of those services are possibly
“living phenomena,” as we associate knowledge, action, and rules with those things
or services in the world around us. The basic concept of the EiA project might be
stated as make everything alive to make our lives richer. We are exploring the archi-
tecture to convert a world of ordinary objects into the world of smart semantic objects
where everything is alive, can sense, act, think, feel, communicate, and maybe even
move and reproduce [1].

Our work contains various aspects that are related to or categorized into Ubiqui-
tous Intelligence, Cyber-Individual, Brain Informatics, and Web Intelligence which
combine together to add Intelligence to the hyper world where the social world, the
physical world, and the virtual world are mixed together [2] as shown in Table4.1.
Within the Ubiquitous Intelligence field of study, one focus of the EiA project is the
smart object research that explores and identifies the way to make an object smart
based on the protocols it obeys [3]. Similar to the concept of the Internet of Things,
we assign unique identity to each object and develop a communicative structure with
networking capability. Regarding Cyber-Individual, EiA emphasizes the use of 3D
virtual worlds to represent real environments and our individual lives [1]. We build
a realistic environment in a virtual world and use it as an environment to simulate
and test architectures we developed for the future world of pervasive computing,

Table 4.1 Various aspects in EiA
Ubiquitous intelligence Brain informatics

• Smart objects • Psychological experiment
• RFID • Biologically-inspired simulation
• Spatial searchbot • Interdisciplinary study

Cyber individual Web intelligence

• 3D modeling • Ontology service
• Virtual world • Dynamic API distribution
• Prototyping •Workflow
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which includes a spatial search bot [4], soft controllers [5], smart objects [3, 6], and
autonomous floor mapping robots [7]. This is significantly different from 3Dmodel-
ing in that we can include social interactions of people. This type of Cyber-Individual
technology can help to develop the concepts and architecture of Ubiquitous Intelli-
gence.

In addition, as a part of the Brain Informatics field of study, we also emphasize
the importance of learning from human behavior to build more efficient models.
We proposed a new model of object recognition, which was inspired by a study
of child language acquisition in developmental psychology [8]. Also, based on a
biologically-inspired genetic model of economics, we analyzed effective decision
making strategies, which would be important to build up Web Intelligence to dis-
tribute services effectively [9]. As the development of Web Intelligence, in terms of
the architecture of distribution of services, one of the main foci of EiA is modularity
via plugins and services. i.e., the way any agent can dynamically extend or remove
their capabilities depending on need [6, 10]. Therefore, our development of Web
Intelligence is based on goal-oriented service distribution. Depending on need for a
certain goal, Web Intelligence provides appropriate support to our world. This work
includes the idea of a soft controller, dynamic interface loading, and ontology ser-
vices. The challenge for our project is how to efficiently combine those four domains
of studies to develop an ultimate architecture for realizing the world of EiA where
people, things, and services are synthesized to provide benefits in our lives.

4.1.1 Ubiquitous Intelligence

4.1.1.1 Key Concepts

Ubiquitous Intelligence means that “intelligent things are everywhere” [2]. In other
words, it also means “Everything is Alive.” It happens when the world is transformed
into a smart, semantic world with intelligent objects harmoniously coordinates with
each other by utilizing omnipresent sensors. Key challenges include how things are
aware of themselves, how to figure out user’s need or context, and how to understand
common knowledge [2].

Self-awareness is one important concept that makes objects behave more effi-
ciently based on context understanding and on the way others perceive them. For
replacement of human language communication, the objects may use a query lan-
guage that can retrieve and manipulate data. The work of GS [11] divided the smart
object as agents into three different levels: owner object, active object, and passive
object. They used a refrigerator as an active object, which can read RFID information
of objects inside of the refrigerator as passive objects. Both owner object and active
object have sets of query languages, and depending on the query sent by the owner
object, an active object can send a query to some passive object to meet the goal.
This opens a new door to the way people interact with objects. We specify what
rather than how things should be done to accomplish some goals, and the objects
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coordinate with each other to accomplish the stated goals. For example, people can
be anywhere and tell objects in their house to take meat from a freezer to defrost
before they get home and start cooking. The freezer figures out what types of meat
are available and takes out an appropriate one. The smartphone, freezer, and meat
act as owner, active, and passive objects, respectively.

4.1.1.2 Ubiquitous Intelligence in EiA

In our EiA project, one important question is what it is about objects that makes
them smart and how we can create a world for them. In order to answer the question,
we identified protocols that can be added to an ordinary object to transform it into a
smart(er) object. Example protocols are explicit identity, message-based communi-
cation, API, plug-in behaviors, security, associated 3D models and ontologies, and
others.

To demonstrate these ideas, Eguchi and Thompson [3] developed a demonstration
in a virtualworld, SecondLife, onUniversity ofArkansas island of a babymannequin
that nurses can use to learn how to help infants who need special care. Such babies
stay in warming beds with several smart features. We visited our School of Nursing,
modeled an infant bed, and created scripts to operate the bed (Fig.4.1). By itself, that
was not our main contribution, it just set the stage to understand smart objects. In
order to understand how to create “smart objects,” we associated application program
interfaces (APIs) with objects and then added the ability to discover the API of smart
objects nearby. Then, when a remote control device, which we term a soft controller
since it is a programmable remote (e.g., a smartphone), is near those objects, it
“discovers” the API and imports it to a display so that the object can be operated by
remote control. This works with all objects that follow the API discovery protocol.
We also identified several other protocols that make an object smart or rather smarter
[3].

We described how to do this in the real world using RFID and smartphones but
demonstrate this using 3Dvirtualworldswhere an avatar passing by smart objects can

Fig. 4.1 a Baby mannequin in a bed that is actually used in a nursing school; b the model of the
baby mannequin in Second Life
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use a universal remote (which is a smartphone in the real world) to read an object’s
API and control the object.Wefirst used 3Dvirtualworlds to demonstrate and explore
such protocols [3], and then translated these protocols to the real world [6].

Our next challenge was to give stronger context inference ability based on rela-
tionships between other objects. Eno and Thompson [4, 12] built an avatarbot that
autonomously roams around the virtual world to collect information of objects, simi-
lar to a searchbot in the web. Based on the spatial relationship and semantic relation-
ship of meta-data retrieved, they successfully inferred names of unlabeled objects.
We believe with the increasing number of smartphones, in the future, each person
can be a “searchbot”: by walking around the world with smartphones, everyone can
contribute to gather the knowledge in Ubiquitous Intelligence via crowdsourcing and
sharing the results.

In the EiA project, we first recognize that everything can be associated with
intelligence by providing unique identity for each object and event. People can use
the identity of an object of interest to retrieve associated knowledge or possible
commands to control the object. In addition, our searchbot collects such identities
distributed in a space. However, one important focus of W2T is a circular flow of
data. Even though this architecture may satisfy people’s intellectual curiosities by
providingmore knowledge about objects around in theworld, the data floweventually
stops by achieving the goal.

4.1.2 Cyber-Individual

4.1.2.1 Key Concepts

Cyber-Individual is a term that refers to a real individual’s counterpart in a virtual
space. The main idea of this research is to virtually place humans in the center of
the world with Ubiquitous Intelligence [13]. Using a user’s preference list, Lert-
lakkhanakul and Choi [14] showed how to coordinate smart objects (e.g., AC, sofa,
light, and TV) tomake the environment most enjoyable for the user. Although Cyber-
Individual ideally contains a full description of an individual, it is not possible to
reflect literally everything, so the important question here is what kind and how to
represent descriptions of individuals.Wen et al. [15] divided the set of descriptions of
an individual into two: descriptions that require instant refresh such as psychological
emotion and physical status, and descriptions that require gradual updates such as
social relationships, experience, and personality. This kind of classification is impor-
tant to build a realistic Cyber-individual. Commercial concerns make use of Cyber-
individual technology: Acxiom Corporation collects information on individuals and
uses a product called Personicx Lifetime [16, 17] that clusters U.S. households into
one of 70 segments within 21 life-stage groups based on consumer-specific behavior
and demographic characteristics.

Another area related to Cyber-Individual is mirror world research [18]. The con-
cept of a mirror world is to synchronize any activity, environment, and interactions
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between the real and virtual worlds. Various types of sensing technology help to
build models of the real world in a virtual world, and Ubiquitous Intelligence adds
additional information of object, people, and places in the world. However, the other
way around to reflect the change in the virtual world to the same change in a real
world had been a big challenge. Fortunately, with recent technology of Augmented
Reality, those two worlds are starting to be merged together [19].

Therefore, we can assume that a Cyber-Individual can represent an individual in a
real world more accurately, both physically and socially. Based on the analysis over
interactions in this virtual world, we may see similar results from what we expect in
a real world. This field of study brought us a new means of freely simulating our life.

4.1.2.2 Cyber-Individual in EiA

EiA emphasizes the use of 3D virtual worlds as a mean of prototyping pervasive
computing architectures, assuming the virtual world is a suitable surrogate represen-
tation of our physical and social world. Each person in the virtual world platform
Second Life has an associated avatar. The avatar can interact with other objects: get
information from and control other objects. One challenge in the past is how to link
an individual in the real world with his/her counterpart in the virtual world. There are
two problems to deal with: complexity and time consumption of life-like modeling
of humans or things; and spatial, temporal, and social tracking of individuals.

Recent advances in research are promising keys to solving these two problems.
With the creation ofMicrosoft Kinect, we now have easy access to real-time and life-
like 3D modeling of objects in the real world [8] (Fig. 4.2a). Given the complexity
of modeling objects in 3D and the diversity of objects surrounding us, this new
technology enables a normal person to not only model nearby things but also the
individual. Then, to link the 3D models with their counterparts in the real world,
we can use RFID to tag and link objects between the two worlds. One disadvantage
of this method is that we cannot track the objects in space or time. We can only
identify the object. However, since most objects in the real world are static and

Fig. 4.2 a 3D reconfiguration with Kinect; b hospital in Second Life island of University of
Arkansas
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sometimes immovable: TV’s, refrigerators, lights, etc., identities of the object are
enough for us to interact intelligently with them [6]. As for human individuals,
identity is not enough, especially if we want to model interactions between human
and objects or even just between humans. Fortunately, with smartphones becoming a
commodity, we can track individuals not only in space and time, but also their social
interactions [20].

These leaps in technology enable us to view the real world as a very high def-
inition 3D virtual world that can be modeled by 3D virtual worlds that strongly
resemble the real world both graphically and socially (Fig. 4.2b). Nevertheless, we
cannot represent everything in the virtual world, but we do not think that would be
a problem. The question is what kind and how much information we need to make
everyday decisions like making coffee, playing chess with friends, etc. We do not
need molecular level precise replicas of our world, and the growing information we
can extract from the real world with current technology is already sufficient to make
an increasing number of decisions in our daily life.

Currently in the real world, most objects are passive and not very smart. However,
in 3D virtual worlds, objects can have associated behaviors (scripts). A virtual world
such as Second Life or Unity can be used to represent the semantics of the real
world since all objects are provided with unique ID, i.e., every object has a built-in
identity. Additionally, in virtual worlds, we can easily track xyz coordinates of every
object, experience simple physics, and interact with other people as in a real world.
Therefore, we see virtual worlds as a powerful environment to test new programs and
architectures that will build Ubiquitous Intelligence. Thus, many of our results can
be applied no matter whether we are connected to the real world or one of the virtual
worlds. The Cyber-Individual concept is not just a suitable representation of our
everyday life but also as a reasonable way to understand our own social interactions,
both with other people and with objects surrounding us.

However, at the same time, Perkins [21] pointed out two areas for improvement in
the current model of virtual worlds: the security issue of communication in the world
and the need for better methods to communicate with external servers. Nguyen and
Eguchi [6, 7] also discussed several problems with using Second Life in the devel-
opment of autonomous floor mapping robot. However, these problems are specific
only to the virtual world Second Life and can be solved by extending its capabilities
or switching to another more powerful environment.

4.1.3 Brain Informatics

4.1.3.1 Key Concepts

Brain informatics is the interdisciplinary field of study that focuses on actual mech-
anisms used by humans. People in this field try to understand the core of human
intelligence to offset the disadvantages of dependence upon logic-based inference
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by introducing many different perspectives such as biology, psychology, cognitive
science, neuroscience, etc. [2, 22].

While object recognition is an actively investigated field of studies in computer
science, physiological evidence show that the primate ventral visual pathway devel-
ops neurons that respond to particular objects or faces independently of their position,
size or orientation, which seem to responsible for recognitions of transform-invariant
visual objects and faces [23–25]. Over the past twenty years, Oxford Centre for The-
oretical Neuroscience andArtificial Intelligence has investigated a range of problems
in this field by developing a biologically plausible simulation model of the primate
ventral visual pathway. This model has solved problems like invariant object recog-
nition [26], segmentation of simultaneously presented objects [27], and human body
segmentation based on motion [28]. Additionally, this model is able to learn separate
representations of different visual spaces such as identity and expression from the
same input [29].

In addition to the detailed investigations of actual mechanisms of our brains, Brain
Informatics also includes human’s behaviors, which are controlled by the brain. One
interesting example is Roy’s project [30] to solve the puzzle of children’s language
acquisition. He set video cameras on the ceilings of every room in his house and
recorded two full years of his son’s growth, which can be reconstructed with 3D
models to later analyze any moment of time with video image and sound. Based
on the detailed analysis of the data, his group found a tendency of caregivers to
adjust the way they speak to a child, which resulted in a significant impact on his
child’s words learning process. This experiment provided not only keys to solve the
word acquisition problem but also insights to many other related areas such as action
segmentation [31] and social interaction [32].

Furthermore, the interdisciplinary field called neuro-economics has been grow-
ing recently [33]. In traditional economics, the researchers have often assumed that
our behaviors of choices follow a simple principle of utility maximization, which
assumes that our choices simply reflect the values assigned to different options [34].
In other words, they tended to think our choices and preferences are synonymous.
However, as the preferences are in reality dynamic and flexible, this theory cannot
oftentimes explain many of our decision making behaviors which are strongly influ-
enced by other instances such as status quo bias and addiction. Accordingly, rather
than exploring such hard-coded formula for our decision-making behaviors, it is
more reasonable to investigate the black-box of which the decisions are made in our
brain [35]. For example, decades of study on the brain region called Orbitofrontal
cortex (OFC) have shown to encode reward value of stimuli [36, 37]. Interestingly,
this representation is influenced not only by the value of stimuli itself but also by
the context and other goal-oriented information, which makes the representation of
preferences more flexible [38]. This physiological evidence should provide a better
understanding of our brain to actually make decisions.

These works indicate that Brain Informatics can help solve current technical prob-
lems with insights to humans’ behaviors, without which it might be prone to errors
or impossible to solve.
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4.1.3.2 Brain Informatics in EiA

One important characteristic of the EiA project is that the system includes not
only smart objects but also humans or humans represented by their avatars in a
virtual world. Therefore, in order to develop the communication between humans
and objects, the field of Brain Informatics becomes important. One important fact
that we cannot disregard is that the change in humans’ psychological behavior in
a computer mediated communication (CMC) setting. Experimental data collected
by Eguchi and Bohannan [39] showed that Americans with their use of web-cam
in CMC decreased both personal identity (self-perception of their uniqueness) and
social identity (self-perception of their belongingness), which may be explained by
a significantly increased feeling of anonymity. This study indicated that even if the
Cyber-Individual accurately mirrors individuals, there will still remain strong psy-
chological differences between communication in a real world and in a virtual world.

Brain Informatics can also enhance learning ability of computer program, specif-
ically object recognition. A traditional object recognition model is usually focused
on the shape of the objects, but it was challenging to distinguish two very different
objects whose shapes are very similar to each other (deodorant spray can and insecti-
cide spray can), or two differently shaped objects which perform essentially the same
function (a normal chair and an oddly shaped chair). To solve this problem, Eguchi
[8] focused on the mechanism that human children actually use to learn names of
objects from the field of developmental psychology. Using Microsoft Kinect and
machine learning techniques, he developed a new method to recognize an object
based not only on its shape but also on its function in the same manner children actu-
ally do [40, 41] and showed how an insight into humans’ mental capability helps
improve current techniques which solely rely on machines (Fig. 4.3).

Furthermore, Eguchi and his colleagues have recently started developing biolog-
ically accurate computational models of early visual processing of primates’ visual
pathway [42–44]. This is a beginning of a step towards a convergence between
the fields of computational neuroscience and artificial neural networks (ANNs).
While computational neuroscience has traditionally attempted to understand neu-

Fig. 4.3 Object recognition inspired by developmental psychology; a shape learning; b function
learning
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ronal dynamics by building models from the bottom-up, ANNs have stressed a
goal-oriented top-down approach. In this way, we can investigate more efficient
mechanisms.

Problems of the study in Brain Informatics, especially when focusing on functions
of brain, is a need for the expensive facilities like fMRI and various issues to be
addressed in order to use actual human subjects in the research. In the EiA project,
we collaborate with researchers in the field of Psychology so that we can pursue our
main goal of EiA which is to make everything alive to make our lives richer. Without
a deeper understanding of ourselves, we may be able to make everything alive, but
cannot enrich our lives. Our interdisciplinary study over humans provides a path to
accomplish this.

4.1.4 Web Intelligence

4.1.4.1 Key Concepts

So far, this chapter has discussed the way to collect knowledge through Ubiquitous
Intelligence, Cyber-Individual, and Brain Informatics to form the data cycle inW2T.
Web Intelligence is the essential concept that provides the way to efficiently make
use of the knowledge. Web Intelligence is the concept that focuses on the Artificial
Intelligence and Information Technology aspect at the development of Web infor-
mation systems [13]. Web Intelligence possibly realizes self-organizing servers to
automatically and efficiently match up individual needs and services. The server can
be seen as an agent that can dynamically adjust the behavior. Additionally, based on
various streams of knowledge fed into the database, Web Intelligence is eventually
able to provide people wisdom [45]. This research focuses on the new Web-based
technology to process vast amount of information available in our world to provide
people a better way of living, working, and learning. The challenges include design
of goal-directed service, personalization feature, semantics, and feedback [2].

One example is the automated renewable home energy management system [46].
The system monitors daily energy consumption of a house and provides helpful rec-
ommendations to the owner via Internet. The provided information includes early
warnings of low energy, task rescheduling suggestions, and tips for energy conser-
vation that minimally affect our lives.

Based on data collected, Web Intelligence extracts knowledge and refines it to
wisdom, and people will benefit from the services providing this new wisdom.

4.1.4.2 Web Intelligence in EiA

One of our main foci in Web intelligence is the ontology problem. Humans can tell
the difference between a door and a castle; however, real world objects are not labeled
with explicit identities, types, locations, or ownership [47]. 3D virtual worlds provide
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explicit identities, locations, and ownership, but names for object types are often not
provided based on the analysis of collected data [4]. To build a smart, semantic world
where every object is labeled and associated with knowledge, we need some way of
associating information.

Like the semantic web [48], semantic worlds involve annotating things with meta-
data (types, super-types, API, attributes, costs, owners, locations, etc.). In the EiA
project, Eno and Thompson [4] developed two ontology services, one that takes Sec-
ond Life labels, looks them up in the WordNet ontology, and then overlays them
with metadata from WordNet [49]. The other is an annotation service that depends
on crowd sourcing so that any user can add metadata to any object. This service
provides the computer a way to infer the type of an object even if that object is not
labeled explicitly with identity. This information would help the unknown object to
be aware of its identity or role based on the environment it is in and would also help
other objects to establish appropriate relationship with the unknown object. This
ontology service could operate platform-agnostic, no matter whether it is connected
to the real or any particular virtual world. Even though their implementation operates
in Second Life environment, with RFID and smartphones, we can do this in the real
world in the same manner. This ontology service is a step towards context-aware
applications.

Suppose we can correctly identify each object by the use of some means like
RFID, object recognition, and ontology service; then the next challenge is how to
distribute goal-directed services. This is where the smart objects and soft controller
architecture discussed in Ubiquitous Intelligence plays a role [3, 5]. Whenever an
active smart object like a controller detects identity of other smart object, it sends
a query against a remote database, probably located in “the cloud,” to see if any
related information is available. The information can be the history of the object,
API to control the object, owner information, and so on. An actual implementation
of this architecture in the real world is presented in [6]. The model we developed can
deal with the plural reference problem; i.e., differentiation between the command to
turn off a single light and a command to turn off all the lights in this room. Future
work will deal with business rules of smart objects like how an iPod and a speaker
can be used together based on logic inference.

Additionally, Eguchi and Nguyen [9] discovered a challenge in the development
of a Web Intelligence service based on centralized cloud knowledge. If people are
trying to maximize their profits among limited resources, there are always winners
and losers, the consequence of the zero-sum game. In the extreme case, the seemingly
best choice based on shared knowledge actually becomes the worst since it will be
usedmost often. Suppose there is aweb service to provide traffic information basedon
users’ report. If many people use the web service and choose the same least crowded
route at the same time, that route suddenly becomes overcrowded, and the route
Web Intelligence provided becomes worthless. Using a biologically-inspired genetic
algorithm in a context of minority game, we determined the pattern of cooperation
over limited resources. The result indicated that people’s accuracy of the report to
build the centralized knowledge and the tendency of users to follow the centralized
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knowledge may play key roles in the context. Therefore, it is important to take those
findings into account to build a future Web Intelligence.

4.2 Implementing the Wisdom Web of Things

The challenge of our EiA project is how the various architectures we developed will
be integrated into one unified concept of EiA. Zhong et al. [2] describe the data cycle
for Wisdom Web of Things as composed of the following steps:

• Things to data
• Data to information
• Information to knowledge
• Knowledge to wisdom
• Wisdom to services
• Services to humans
• Humans to things

shown graphically in Fig. 4.4.
In this section, we describe how to realize the data cycle with the current technol-

ogy discussed in the previous section; and we identify open research issues related
to internal computer representations needed to model real or virtual worlds. We also
consider how we can use those representations to generate visualizations in a virtual

Fig. 4.4 Data cycle in EiA and W2T
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world and also how we can “parse” the real world to recognize and record these data
structures.

4.2.1 From Things to Data: Identity, Instances, Types

How can we associate symbolic names with subkinds of physical objects? Entity
identity is at the heart of identity management technologies [50] that are used in the
real world to track humans, animals, products, medical supplies, inventory, and other
“things” throughout their supply chain or life cycle [5]. Virtual worlds like Second
Life and Unity provide ways to create virtual instances of things from a prototype.
For example, a virtual world user can design a Maserati and then create (by copying
the model) as many instances as they wish. The Maserati and the behavioral scripts
that implement its function in the model can be separately owned by the model’s
creator and granted to third parties by a variant of digital rights management that
enables granting rights to create, modify, or copy objects. However, a challenge is
that in the real worlds, chairs are not labeled with the type chair and the same is true
in virtual worlds. Although it is possible to label objects in these virtual worlds with
text strings like “chair,” most users do not bother to do so. As yet, there is no real
notion of strong typing in either real or virtual worlds.

Instead, in both, users use their brain’s ability to recognize objects in order to
recognize and name them. Earlier, we indicated we’d developed an annotation mech-
anism so that third parties in a virtual world could identify or provide explicit associ-
ations of types for objects. In the real world, one way to do this is to attach identifiers
to each thing, e.g., RFID tags [3] or bar codes [51]. Identifying objects by type is
useful in either the real or virtual world because other information can be associated
with the type.

In the W2T hyper world that integrates the real and virtual world, we can then
make changes in the real or virtual world and see corresponding changes in the other
world, whichwe term amirror world [18]. For suchmirror world applications, having
3D models of concrete objects is not enough. There must be ways to build models of
places. Manual methods can work for places and stationary structures like buildings
through automated creation of such 3Dmaps.Oneway to buildmodels quicklywould
be to put RFID tags on objects and add RFID reader capability to smartphones. A
complementary approach could use the Amazon Firephone [52] which uses image
processing to recognize images and text and can identify 70M products.

Above the lowest level of being able to represent physical objects in virtual worlds
via graphics and types, there are further considerations. For real-world objects like
thermostats that can have APIs, we can associate corresponding script-based behav-
iors in a virtual world that model the real world behavior [6]. Smartphone apps
already exist that enable a user to change their home’s temperature from any loca-
tion. Such mirror world mappings can be sparse or dense depending on the ability to
connect updates in one world to the other. Still, even passive objects can have APIs
which could enable querying objects for information, e.g., chair: tell me your color
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or how to repair you. It also appears that physical objects can have associated plug-
in behaviors like a history plug-in that records state changes in an object’s history
(thermostat: what was the temperature on June 10, 2013 at 9am?) or a scheduling
plug-in that schedules the thermostat for different temperature ranges on different
days and times of day. Many kinds of objects could have history, scheduling, or other
kinds of plug-in behaviors.

In a world of smart objects (smart networked devices) as described above, there
is a need for inter-object communication. Objects can send each other messages
in a direct analog to object-oriented programming except that all the devices are
distributed in a wide area network and may become unavailable (e.g., out of range).
However, there is also a need to specify rules that control suites of objects as if
they are one object. A familiar case is home entertainment components that can be
controlled by today’s programmable Harmony remotes [53]. A generalization would
allow a user to build a condition-action rule like: IF (the yard sensor indicates
‘dry’) AND (the web weather service indicates ‘no rain’) THEN (turn on the
yard’s sprinkler system). Similarly, it will be convenient to use plurals in rules like:
Turn off the lights in the living room.

In short, in the phase of things to data, various data are collected from the real
world using sensors [2]. An object in the real world is represented by its unique ID
in the virtual world. This ID can be given to the objects using RFID tags by their
manufacturers (or by other means, e.g., biometric, visual). In addition, the shapes of
objects and their locations can be updated using both GPS and RFID tags. Societal
higher level issues remain ahead, especially those dealing with security, e.g., who
has access to your home’s virtual model and how can you protect it from intruders?
Security and privacy are covered in more detail below.

4.2.2 From Data to Information: 3D Models of the Real
World

Then, data collected undergoes “cleaning, integration, and storage” [2]. For loca-
tion and distance, the data can be a 3D vector describing the translation of object
in 3D from some origin, either globally across different environments and domains
or locally within a specific environment such as the coordinate system in Second
Life. Data collected by sensors like mouse and IR sensor build a map of the environ-
ment [7].

Following the previous step discussed in Sect. 2.1, every smartphone user becomes
a search spider with a record of what objects their phone identified at what locations.
Crowd sourcing (since most people have a smartphone) can then keep the “map” of
the objects in the world up to date. However, the issue is that RFID alone does not
provide precise locations so this would provide a useful but coarse map. Also, GPS
works out of doors but other means like Real Time Location Services [54] or image
understanding would be needed for interior spaces.
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In our autonomous floor mapping robot project, more accurate 2D maps were
generated by an autonomous robot that was embedded with a computer mouse to
track a floor and an IR sensor to recognize shapes of the surrounding environment
[7]. The project utilized two virtual environments, Simbad and Second Life, and a
real robot to develop a new algorithm for floor mapping. This abstraction of soft-
ware and hardware sped up the development. The abstraction of software simulator
and hardware implementation can be regarded as the abstraction of the virtual and
real worlds. Thus, the technique can also be applied to the development process of
W2T [6].

First, the distance data between the robot and any obstacle in the environment is
collected by an IR sensor. This data is then integrated into a map stored in memory,
which is expanded as the robot acquires more data. Based on the knowledge from
the partial map, the robot knows where it has already explored and determines where
to map next. The map can be re-used by other autonomous agents to plan the most
efficient path to reach a specific location in the map. Since the mapping robot can
roam in an unknown environment, we can add an RFID reader located on top to
discover objects’ locations and label them in the map. Such a map can update the
new location of mobile objects, for example, to help a nurse find a wheel chair in a
hospital or to help find your glasses or car keys at home.

However, the question is how close we are to being able to build 3D (static)
models of real world places and things? The macroscopic physical real world that
humans inhabit can be statically represented as a collection of observables, concrete
nouns representing terraformed terrain and objects. Populating the landscape are
buildings, roads, rivers, vegetation, and man-made structures as well as vehicles,
equipment, expendables like food, and also avatars. Interestingly, 3D virtual worlds
and other 3D representations can reasonably represent these noun-ish things with at
least cartoonish veracity so that a human can recognize the objects in a scene [55].
Tools like Second Life’s prim representation, AutoCAD models, or standards like
COLLADAcan represent equipmentwith the precision needed to build the real-world
equivalent. What that means is that we have sufficient 3D world representations to
build a first approximation of the real world in virtual worlds. The field of graphics
is rapidly providing improved realism via illumination models, etc. Similarly, the
gaming industry is constantly providing better, more realistic physics models so that
e.g., a non-player character’s cloak moves naturally when she walks. Nonetheless, it
is still difficult to combine graphics data from many data sources into a common 3D
representation.

Williams [56] imported a 3D map into the game engine Unity, which provided
a contour map and ground use coloration, so roads, buildings, and vegetation were
visible. He added buildings as sugar cubes. However, all this was not trivial because
representations of contour data, land use data, architectural models, equipment mod-
els and avatars often use incompatible representations. This seems an easy problem
to fix, a small matter of getting many communities to rationalize graphics representa-
tions. In the ideal, it would then be easy to rapidly build representations of real-world
places just by assembling existing model data from the various data sources. More
work is needed in this area to make these various graphics representations compati-
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ble. Additional work is needed to scale representations to cover significant areas in
the world, though models of cities now exist, some using the OpenGIS community’s
CityGML standard [57].

Consider just product data which would be needed to populate the interior of
buildings.At present, every retailwebsite commonly provides 2D images of products.
However, they do not yet provide 3D models of data. If, when we purchased an item
at a retailer, a compatible 3D model of the items was available for addition into our
virtual model of our home, school, or office, then populating the 3D virtual model
would become immediately more scalable, which would accelerate the technology
of this step of data to information in W2T.

4.2.3 From Information to Knowledge: Ontologies,
Ownership, and Digital Rights

The step of information to knowledge is to fit data into some known models in
order to gain further insights [2]. For example, based on map and mouse tracking
information, an object can locate itself [7]; furthermore, an ontology service can
provide knowledge of the name of an object based on relational inference [4].

In artificial intelligence, the term ontology is used to describe a type-based clas-
sification system for a wide range of real world objects, e.g., kinds of amphibians.
Functionally, an ontology is more than just standardized vocabulary but also includes
interrelationships among concepts in a specific domain, providing a computational
representation of domain knowledge. Ontologies are being used in business appli-
cations. For instance, in a “big data” industrial workflow, Phillips et al. [58] used
ontologies to define a type system that was then used to recognize the format and
content of files in a known domain but with unknown detailed structure and content
to automatically determine a file’s layout, which before required manual characteri-
zation by human operators. Similarly, Deneke [59] developed a declarative language
to automate the composition of data processing workflows, making use of semantic
annotations for expressing characteristics of the base workflow elements: data fields
and operators. These annotations, drawn from a domain’s ontology, provided the
foundation of a domain-specific model that, once populated, establishes mappings
between high-level business objectives and low-level workflow specifications.

In the context of widely used ontologies with broad coverage, DBpedia is a crowd-
sourced project aimed at extracting structured ontology information fromWikipedia
[60]. Linked data is a mechanism for representing and publishing on the web the
interlinkages between data from different data sources [61]. Also, as mentioned
in Sect. 1.4.2, another widely used ontology is WordNet, which was developed at
Princeton [49]. WordNet provides a word-concept ontology comparable to a dictio-
nary. However, not covered by WordNet, humans can recognize and differentiate
subtypes of objects below the level of word concepts, i.e., at the stock keeping unit
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(SKU) level. Sangameswaran [62] used a specialized web search engine to build
product ontologies for major retailers.

A virtual model of the world would require geographic and land use data, flora and
fauna representations, building representations, but also representations of concrete
nouns that represent commercial objects, e.g., products. For product data, one of the
standards being developed is the universal Electronic Product Code (EPC). Similar
to barcode, EPC enables product identification and naming among different vendors.
Unlike barcode, EPC uses RFID tags to identify and track objects [63]. Nevertheless,
EPC alone does not present an object’s properties or its services or how to use them.
However, if we combine EPCwithOWL-S, which is “a standard ontology, consisting
of a set of basic classes and properties, for declaring and describing services” which
“enable[s] users and software agents to automatically discover, invoke, compose,
and monitor Web resources offering services, under specified constraints” [64], we
can have both a universal and easy way to identify smart objects, and the semantics
necessary to describe them in such a way that an even smarter soft controller can
automatically utilize.

EPC product data provides a way to uniquely identify individual kinds and
instances of products but not product properties. A retailer like Wal-Mart might sell
dozens of kinds of chairs, all with different technical specifications and prices and
customers comment on these to provide various kinds of evaluations. As mentioned,
we are currently investigating [47, 62] how to mine retail websites for descriptive
product ontology information. It seems likely that different organizations could pro-
vide local ontologies so that, when you enter a store, you can access that store’s
ontology (inventory including location within the store). We believe ontology ser-
vices that are situated “in the cloud” can contain most or all of the ontology content
(as opposed to the things themselves providing that content). The ontology service(s)
would combine with the 3D product models from the previous section to make it eas-
ier to populate 3D virtual worlds that model real places, real things, and open-ended
content related to those things.

Ontology associations will also be useful to describe typical or expected elements
related to a thing: a kitchen often contains a stove, refrigerator, range, sink, counter
tops, and cupboards; an office contains desk, chair, white board, books, papers,
and so on. These associations would help computers with default reasoning about
human activities. Some of these kinds of associations can be recovered from nearness
associations derived from virtual world data as described in [4, 12] and potentially
also from Google-scale text analysis.

The Internet of (noun-ish) Things will eventually require ontologies (knowledge
representations) that cover the types and instances of things that we want to commu-
nicate about. At the same time, humans use verbs to communicate about behaviors
related to things so a behavioral ontology is as important as the noun-ish ontology.
In cooking, boiling water and boiling an egg have related but differing workflows.
Object-oriented representations treating boiling as a method for objects water and
egg with a differing definition seem to be helpful in explaining this polymorphism.

Representations of objects and behaviors are not enough. We also need to overlay
ownership concepts so we can identify digital rights related to who has the right
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to perform certain actions on certain things. Database systems already provide dig-
ital rights that enable specifications to the enable certain users to perform certain
operations (e.g., create, insert, delete) on certain objects (e.g., tables, columns) and
also a language for granting rights owned by one user to other users. Digital rights
management extends this idea to arbitrary operations on typed objects. In addition to
role-based access control (e.g., [65, 66]), there are several digital rights expression
languages (e.g., XRML [67], ODML [68]).

The value of such access rights representations is the precise control of who
can do what operations to what objects. Humans learn legal and politeness rules that
prevent A from taking B’s things. In the digital environment, in 3D virtual worlds, we
come closest to seeing how rights management can work (and some of the associated
problems). For instance, in Second Life, a popular 3D virtual world platform, each
object or part of an object) can be acted on by scripts. Digital rights control granting
rights on scripts to others. The rights to operate or copy a digital object are enforced
by the virtual world system. While precise, the rights systems are not without some
problems. Second Life users often build interesting objects and transfer them to
others but fail to “unlock” some rights making the objects less useful to the receiving
party.

Transferring this idea to the Internet of Things and theWisdomWeb of Thingswill
create similar problems. A future smart gun might only fire if the owners biometric
password is available, which is a good thing when protecting the gun from children
or other unauthorized users but the gun might become unusable if the original owner
never grants rights to successor owners or the context of use changes.More flexibility
may be needed in future rights management schemes.

4.2.4 From Knowledge to Wisdom: Workflows and Planning

While concrete nouns and 3D models of things provide a static model of the world,
that is not enough since the real world and 3D virtual worlds both change. Physical
or virtual objects move from place to place; they receive and send communications
and messages that change their internal, location, or ownership state. Therefore, it is
important to investigate the concept of workflows and planning in order to turn the
set of knowledge developed into wisdom.

In natural languages, action verbs are effectively operators that convey a command
or description of a state change. More than that, an individual action is commonly
part of a larger “workflow” or collection of actions, also associated with an action
verb, and similarly the verb itself may be broken into finer grain actions. Thus, we
can see getting dressed in the morning (called an “activity of daily living” by the
healthcare community [58]) is part of a workflow that at a higher level involves
getting ready for the day (which might have other steps like eating breakfast), and
getting dressed is implemented by lower level actions like putting on your socks and
shoes. WordNet ontologies provide word-concepts for action verbs, but in a similar
way in which WordNet nouns like chair did not cover a retail store’s SKU level of
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detail; action verbs record only one level of abstraction and do not provide enough
information to recognize real world workflows. For example, in a recipe for mashed
potatoes, the step of boiling the potatoes involves lower level steps of peeling the
potatoes, filling a pan with water, putting them on the stove, turning on the burner,
etc. For computers to gain an understanding of situations, they need to be able to
observe detailed state changes and map those into higher level operations.

This kind of knowledge has not yet been collected or encoded in a general manner
but there are important special cases that involving keeping a trace of events of certain
types and analyzing them. For instance, logistics providers track locations of things
like trucks or cargo and analyze the location log for opportunities to improve routes.
Similarly, logs of household use of electricity can be analyzed and optimized. Other
examples are budget logs, reviewing a stock portfolio, reviewing a patient’s medical
history, and the practice of keeping TO DO lists.

In the Artificial Intelligence community in the 1970s, Sacerdoti [69] recognized
the hierarchical abstractions in workflows, and Schank and Abelson [70] explored
scripts as a representation for common repeated connecting event sequences that
make up much of our lives. Since that time, the concept of workflow has evolved and
there are now standards that describe business process modeling (see the Workflow
Reference Model by the Workflow Management Coalition [71], and later workflow
standards BPEL [72] and XPDL [73]). While there is considerable work in using
theseworkflowmodeling languages tomodel certain business processes, there is little
work in modeling everyday human workflows, e.g., getting ready for the day, driving
to work, going shopping, cooking, dating, going to class, etc., the routine activities
of life. That is, there is an open research area that involves collecting workflows
that “cover” common human experiences. At present, we do not know how many
workflows cover a kind of situation, how many situations cover a human life, or how
to delimit, partition and compose workflows.

Nonetheless, workflows appear to be useful. Entity and workflow internal repre-
sentations provide models of state and action. Internal representations of workflows
can be used for several purposes:

• Internal representations can be used to record events in a log as a kind of memory
of past states.

• The event log can be queried to recall specific events or mined to find patterns of
behavior.

• A logged event in the interior of a workflow can be used to suggest and help
recognize what large events it is part of and also to predict future events (e.g.,
you are eating a burger at a fast food restaurant and the workflow predicts you are
expected to leave when you are done) [74]. In the same way, workflows can be
used to fill in the gaps with default events that were not explicitly observed.

• Subevents in a workflow can be grouped together into high level events. For
instance, putting on your socks and shoes is part of getting dressed is part of
getting ready for the day which may also involve eating breakfast. Events above
and below respectively provide the why and how for a give event.
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• The event log may contain events that are not part of a given workflow because
they are parts of other workflows and just happen to be interleaved with the present
workflow. For instance, if a cardiologist discusses golfwhile operating on a patient,
the golf discussion is unrelated to the patient operation workflow but is an inter-
leaved event.

For instance, in one of our projects, we used kitchen recipes represented in XML
as a simple internal representation. It is straightforward to represent a given recipe
in XML Schema [75] and to represent several instances of using that recipe (and
others) in a list of already executed recipes in XML. It is easy to find individual
recipes using XQuery [76], to find lists of ingredients or all recipes that use chicken
as an ingredient, or the sub-steps for boiling potatoes (putting water in a pan, peeling
the potatoes, etc.). Recipe world is dense with thousands of workflows (recipes).
Zeineldin [77] considered shopping and found that domain less complex, dependent
on a path planner but fairly simple in the kinds of workflows involved (e.g., browsing
for purchases; trying on clothing; waiting if the waiting room is occupied, carrying
clothes to checkout; making the purchase, and leaving the store).

How we should represent human workflows is still an open research question.
For instance, a physician learns the workflow to operate on a patient. All sorts of
exceptional conditions can occur like cutting an artery or dropping the scalpel, and
the physician must know how to handle these. Are these exceptions annotations
on a workflow, other workflows, or rarely taken paths in a main workflow? Full-
blown workflows are not the whole story: humans have to be able to learn new
workflows that are already knownby others; they need to be able to learn the variety of
exceptions that can occur through experimentation; and they have to be able to evolve
new workflows that never before existed. That is, beyond large learned workflows,
humans have the ability to reason, infer, and plan. Planning involves searching a
search space for solutions. The solutions are goal trees that solve problems; in short,
they are new workflow instances. Therefore, it appears that humans can construct
generalized workflows from previously successful workflow instances and can also
modify workflows on the fly (that is, re-plan) when workflow exceptions occur, and
we believe this is a key process required for the transition from knowledge to wisdom
in W2T cycle.

4.2.5 From Wisdom to Service: Visualization

TheW2T can “provide active, transparent, safe, and reliable services by synthetically
utilizing the data, information, and knowledge in the data center” [2]. The wisdom
synthesized from the previous phase can be converted or combined together into
services readily available to whoever needs them. For example, house temperature
sensors, AC/heaters, a person’s temperature readings, his/her location, and perhaps
his/her preference of temperature can be used to find the balance between a person’s
comfort and energy consumption. Thewisdomof efficient decisionmaking strategies
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Fig. 4.5 Heart catheterization operation demonstration

learned from human behavior will be an important key for developing the service as
well [9].

Assuming we had a good representation for human workflows, another important
use for the representation would be to visualize it. Oneway to do this is to graphically
display the interplay of avatars and smart objects in a virtual world. Perkins [21, 78,
79] used a Petri Net representation of work flows internally and associated with
every state transition a Lua script [80] to display a primitive action animation. A
“Catheterization LabDemo” [81] displays the result (see Figs. 4.5 and 4.6). Zeineldin
[77] provided a similar workflow visualization for retail sales and others provided
workflow visualizations of a restaurant and Shakespeare’s Romeo and Juliet balcony
scene. In each case, a scene was constructed in a virtual world, complete with scenery
(topography, buildings) and props (objects) and avatar-bots (avatars controlled by a
program) were programmed to execute the workflow steps. Primitive workflow steps
included simple animations and chats (typed or spoken “strings” and various GO
TO, PICK UP, and other events pre-programmed into the simulation. The workflow
itself organized the steps into display order, providing a natural sequencing.

The Romeo and Juliet workflowwas an interesting examplewherewe can learn an
important aspect of the development of services fromworkflow because Shakespeare
provides his play as a sequence of chats (the script) and a few stage directions. It
is the job of the director to visualize the script and guide development of the scene
and the actors to fulfill that vision. That is, the script is one “trace” of the workflow
containing mainly words spoken; and the play itself is a trace that contains visual as
well as spoken information. In general, any system in operation might have many
traces, each reflecting some projection of the simulation. Examples are logs of a
person’s heartbeat, their finances, their location track history, etc. These traces can be
assembled, correlated, and analyzed to better understand the simulation or real world
actions. One lesson we learned from Zeineldin’s work was that, sometimes traces
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Fig. 4.6 Catheterization procedure workflow petri net
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Fig. 4.7 Roboteo and
Booliette avatarbots
workflow demonstration in
Second Life

and simplified models are more useful than resurrecting the entire visualization.
For instance, if you want to place a supply closet either centrally or nearby to a
nurses’ station, then visualizing the two floor plan configurations may not give as
much useful analytic knowledge as a spreadsheet representation of the two situations
might provide. The 3D simulation could take weeks to build and the spreadsheet only
hours.

Another interesting experiment in visualizing and capturing workflows is Orkin’s
dissertation [82] on simulated role-playing from crowdsourced data in which he
created a restaurant game available to players on the Web who could select from
a limited command menu to task avatars to order food and enjoy a meal. He cap-
tured thousands of sequences of commands and later analyzed them into dozens of
workflow-like sequences. He did not explicitly view deviations from an ideal work-
flow as exceptions. The work of Perkins, Zeineldin, and Orkin raises several open
questions not so far addressed:

• How should a hierarchy of abstractions be represented?
• How should variability ofworkflows be represented, e.g., so some steps take longer
some days than others or are executed in different orders some days than others.

• How should workflows be parameterized, e.g., so that dressing for a meeting with
the boss is different than dressing for informal Friday.

• Presuming each avatar in a workflow performs some role and each role has an
associated workflow of its own, how should a collection of workflows that together
make up a compositeworkflowbe coordinated and synchronized.A gods-eye-view
can act as a composite workflow that commands each individual avatar but that is
not satisfying from the standpoint of modeling avatars with free will (Fig. 4.7).
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4.2.6 From Service to Human: Communicating with Things

In this stage, services can be provided on-request or transparently to us humans [2].
We can ask the AC/heater to increase or decrease the temperature to our desire. A
doctor can be notified of irregularities in a person’s temperature and look for possible
diseases that match the current set of sensory readings. Robots can be used to load or
unload goods automatically using the 3D map, the RFID of the goods, and perhaps a
protocol to realize where and how to load or unload between the robot and the smart
vehicles.

Currently, computational objects talk to each other via messages and APIs (e.g.,
as web services using representations like XML or JSON and protocols like WSDL,
SOAP and UDDI [83, 84]), essentially using remote procedure calls. In agent-based
computing, speech acts divide between commands, requests, and queries. However,
humans communicate with other humans using natural language. Language services
like voice assistants Apple Siri or Google Search are impressive but do not query
human workflows (yet). Menu-based natural language interfaces (MBNLI) [85–87]
could be used as an alternative. In MBNLI, a domain-specific grammar mirrors the
queries and commands that an object can understand (its methods). Cascaded menus
predict all legal next phrases and display them on menus; the user selects menu
phrases to build a sentence. All such sentences are guaranteed to be understood by
the system in contrast to conventional natural language interfaces which may or
often may not understand what the user wants to ask. For instance, a query like find
recipes which involve boiling potatoes can result in XML Query commands to find
a subset of recipes. Similarly, a command boil the potatoes—for 5min can result in
a workflow command to visualize an avatar showing off that next step in the recipe
(which may involve sub-steps of putting water in the pan, carrying the pan to the
stove, turning on the stove burner, bringing the water to a boil, adding the potatoes,
and boiling for 25min or until tender). Each of the command strings can have an
associated translation as an XML Query command or an Avatarbot command such
as [88].

The soft controller concept [3, 5] disassociates the physical interface of a physical
object from its API so that the interface can be delivered instead or in addition
on a smartphone or software controller, which becomes a truly universal remote,
the ancestor to the Star Trek Communicator. This could mean that many ordinary
everydaydevices (like thermostats and car dashboards) are over-engineered and could
be replaced by software interfaces. It also means that individuals can have custom
interfaces, for example, simplified or full-features interfaces and that individuals do
not have to give up interfaces they are used to when replacing products.

With smartphones becoming more of a commodity worldwide, the use of smart-
phones as a platform for ubiquitous computing is promising. Due to Google’s release
of the Android Open Accessory Development Kit (ADK), a portal between the cyber
world and the physical world made it possible to transform the ideas from EiA into
the real world’s working project. Having successfully implemented the soft con-
troller in the virtual environment of Second Life [3, 5], our first prototype was to
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demonstrate how an idea tested in a virtual world can be made to work in the real
life. Thus, a robot that can roam around to detect new smart objects and enable the
user to immediately control these new objects mirrors its counterpart in the virtual
world [6]. One and a half years after we had first successfully implemented the vir-
tual prototype, technological advances and the ubiquity of smartphones caught up to
provide the means to realize this idea in the real world.

We assume that in the near future, objects are associated with RFID tags, where
each tag can uniquely identify the corresponding object. Using only this and a cen-
tralized database, we can obtain manufacturer’s information about object such as
object’s XBee MAC address, a unique address assigned to each XBee, which will
be needed for user-control. Within the proximity of the RFID reader, we can detect
objects automatically, and through their unique MAC address, we can communicate
with them wirelessly using only one controller, which in this case is the smartphone.
Through the group of objects recognized by the RFID reader, we could infer about
the user’s environment, e.g. home, office, or schools, etc., and also the user’s location
with the phone’s built-in GPS in order to provide better services or enable/disable
certain capabilities of the objects for security purposes. This service is delivered to
the user to satisfy his/her needs in response to the request originated from the real
world or the virtual world in which this concept was first tested. As a result, the user
has now achieved the goal of controlling the unknown objects of interests using a
consistent flow. The virtual world was used for prototyping this flow first [3], and
based on analogous technologies in the real world, we have shown how this flow can
be realized in the real world [6] (Table4.2).

Aworldwhere every object is a smart object which can be commanded, controlled
and queried and where every state change can be recorded and replayed has many
advantages. For instance, we can always ask questions about the past and recall spe-
cific answers. In heart catheter operations, we could ask how many heart operations
involved three stents; whether there are correlations between patient age and surgery
outcome; and whether some physicians performed better than others. If humans were
instrumented withmoremonitors, then it is easier to monitor their health for wellness
purposes, e.g. to reduce obesity or to watch over patients who might fall. Similarly, it
is easier to remind patients to take their medications or prompt them in the next step
in a recipe or in repairing their car. Therefore, there is considerable good that can
come from a world in which computers can monitor and recognize human actions.

There is high likelihood that collecting this kind of data will create a permanent
record of our life, all the way down tomicro steps. An extreme case of this is a system
that collects a record of all of one’s actions. One of the authors has a complete email
record back to 1995. That is a trace of one kind of communication and is helpful as a
human memory augmentation. A record that keeps track of all traces of a person can
effectively build an immortal avatar [89–91]. This kind of model aggregates many
kinds of traces into a composite model, which can be viewed as a fully quantified
self [92].

Given recent news stories on data aggregation, it should be clear that that there
are security and privacy issues that must be solved if humans are to insure the ability
to keep data secure and private.
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Table 4.2 Virtual prototypes and real world implementations
Virtual world (second life) Real world

Active object (detector) Prim controlled by avatar Robot with Arduino board

B
&
W

IN
PR

IN
T

Owner object (controller) Virtual controller in SL or on a
web

Application on Android phone
(simulator)

Passive object (controlled) AC, bed, X-ray machine TV, LED

Identity UUID of prim attached to
object

RFID attached to object

Control Linden Scripting Language Google’s ADK

Communication Open channel (not secured) XBee

API downloaded Text base Android program’s plug-in

• In a world where everyone owns 5–10 networked smart objects, humans already
spend considerable time installing security and other updates to their objects.What
will happenwhenhumans have 100s or 1000s of network objects?Wecannot afford
the time to spend on maintaining such worlds so we need better solutions.

• In that same world, we humans do not always have a clear understanding of what
the updates do and whether they provide access to third parties. Once data leaks
out into the open Internet or into another’s system, what are the repercussions?

• In a world where third parties aggregate state that involves your personal data, and
coupled with their ability to analyze patterns, how much control do individuals
have over their own data.

• If third parties (insurance companies, criminals, the government, etc.) control data,
to what extent is trust lost in transactions and in human dealings.

That is, like any other new technology, the ability to build a W2T world has great
benefits if usedwisely but can createmany problems if abused. It is amanifest destiny
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that this world is coming; at the same time, it is our responsibility to understand this
new world and design it to preserve our human digital rights.

4.2.7 From Human to Things: Recognition

Finally, the cycle restarts, and data collected during and after services are fed back
into the W2T system [2]. Initially, we can teach the system to learn our personal
preferences before it utilizes this knowledge to provide services to us. The question
is how the systems can learn them from our behaviors. Image understanding is a
more difficult problem than rendering a model with graphics because the model
world can provide precise representations and can guarantee a well-defined family
of ways to render a scene whereas images that come from the real world often contain
artifacts that have no model correlate because the images are collected “in the wild”.
Therefore, if we want to map events in the real world into events inside computer
representations of workflows, we have this extra layer of complexity.

We are in the early stages of using the Microsoft Kinect to recognize primitive
objects and actions. As mentioned, Eguchi [8] and others have used Kinect libraries
to train a computer to recognize a variety of objects but also Eguchi captured a
sequence of frames of skeletal models from the Kinect and used support vector
machine (SVN) algorithms to “recognize” and label primitive actions like walking,
skipping, and running (see demo at [81]). Currently, we are working on the recipe
scenario to first recognize the places and objects in an experimental kitchen (e.g.,
refrigerator, range, sink, etc.), kitchen equipment (e.g., pans and spoons), and ingre-
dients (broccoli, potatoes). Then, the Kinect watches a human actor prepare a recipe
and the participating objects and actions are labeled to create a very fine-grained
workflow with primitive symbolically labeled steps like place the pan under the
faucet, turn on the faucet, etc.). We repeat the recipe and labeling several times.
This is research in progress. Our plan is to try to learn the individual actions and
label them. Once labeled, we can view the primitive labelings as a string that can
be recognized by a workflow grammar. The low level steps can be grouped similar
to the way Orkin grouped steps to recognize higher level steps that make up typical
recipes [82].

Even if this experiment is successful and we can recognize humans executing
recipes, this work raises other questions. One interesting question is, if we can use
the now-trained Kinect to recognize a step in a workflow, can we index all our recipe
workflows so the Kinect can “guess” which workflows we might be executing from
a larger set. For instance, if the Kinect sees you are boiling potatoes, this mid-level
action might delimit which recipes are involved. A second question is, how can we
rapidly learn by observing a much wider range or workflows that cover more of
human experience. If you consider that humans can channel surf their TV and make
a decision whether to go to the next channel or watch on, then, in that short time
interval, they must be deciding that this is a reality show or a drama or a situation
comedy and is or is not of interest.
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Abstracting from this, we can consider that in our lives, until recently, computers
have been situation unaware. They do not know what is happening around them
and so cannot participate in our daily lives. There are already many special pur-
pose exceptions: location-aware computing is a form of situation awareness where
the GPS on our smartphone can identify our location which can be translated into
augmented reality (e.g., labeling building nearby) or serving us location-sensitive
ads. Similarly, cyber-physical systems can monitor our heart beat or blood sugar.
Nevertheless, so far, these systems are special-purpose brittle one-offs that do not
sense the situations and context of our lives. For participative computing to occur, in
which computers understand the situation and can respond, they will need models
and a way to recognize common activities, what we are calling human workflows.

4.3 Discussion

The world is getting smarter due to various rapidly developing technologies, so
far being developed in semi-isolation. In such a world, surrounded by many artifi-
cial objects and services, it is important to figure out how those concepts are related
together and how to use these new technologies to optimize our lives. The Everything
is Alive project focuses on the problem. Our goal is to make everything alive to make
our lives richer. Our work focuses on architectural frameworks and includes various
aspects of pervasive computing such as smart world, smart objects, soft controllers,
mobile computing, ontologies, psychology, virtualworlds, object recognition, human
workflows, andmobile robot. In this chapter, we discussed four different perspectives
of our project in terms of Ubiquitous Intelligence, Cyber-Individual, Brain Informat-
ics, and Web Intelligence, and how those ideas interact. We also discussed how the
EiA project fits into the endless cycle of Wisdom Web of Things by introducing
future challenges as well.

As real world objects become smart, the boundary between the virtual and real
world becomes blurred: we can use the same soft controller to control both virtual
and real world objects. We can now have a 3D model of the real world which can be
used to monitor and control objects nearby or at a distance. This implies that changes
in the virtual world will be reflected in the real world, and vice versa.

In this virtual world, current technical difficulties can be temporarily suspended
waiting for solutions in the future. An abstraction layer can be erected between the
algorithms and the worlds so that the virtual world can be used as a test bed for
real world implementations. The separation of platforms enabled us to make some
assumptions not currently possible or still under development in the real world first;
and then either we resolved them or tried to modify the logic to account for noise
later. This demonstrates how technology will eventually catch up to concepts that
were previously unreachable. We believe that now is the time for the Wisdom Web
of Things and for Everything is Alive to flourish with the ubiquity of smartphones,
advances in RFID and sensor research, Microsoft Kinect, Google Glass and other
new technologies that connect computing to our everyday lives. So far, smartphones
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enable grand-scale data collection and analysis, and RFID identifies a physical object
and serves as a link between the physical and virtual entities while the Microsoft
Kinect resolves multiple issues in 3D modeling and provides a cheap but reliable
platform on which to further develop ideas applicable to both worlds. However, in
order to accomplish the goal, the adoption and inter-operability of smart objects will
call for amore universal standard than our current approach to object communication,
especially if we want to build smarter controllers, aka Web Intelligence.

With new technologies, we are increasingly provided tools and resources to share
knowledge with others. Just as the invention of cars and airplanes provided us with
greater mobility in our lives, and just as the invention of computers enabled us to
share our experiencewith othersmore easily, the invention of smartphones has helped
make it easier for us to share those information anywhere and anytime we want to. In
other words, the world is becoming a much easier place for us humans to reach out
to each other both physically and socially. With the knowledge pool getting larger
by sharing, we are forming a centralized web of wisdom, which can be utilized to
provide much and better services, those that can be provided by using smart devices
and objects. In the world where everything is alive, we give clues as to how to make
things around us coordinate in a harmonious way to achieve that goal.
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